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This PowerPoint introduces the essentials of organisational
security risk management. It is designed for Managers operating

in areas such as: Operations, Facilities, Human Resources,
Compliance and Audit who have security/risk and duty of care

Disclaimer



Security Risk Management

Increasingly, corporations are turning to their facilities managers
and other departmental managers, rather than dedicated security
directors, to be responsible for the management of security risks
affecting their organisations.

However, to be effective in this, especially given the myriad of
other responsibilities facing today’s managers operating in the
complex arena of the globalised marketplace, a systematic,
methodical, process-driven approach that is as simple as
possible, and that is based on sound principles, needs to be
applied.



Security Risk Management
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Security Risk Management

Security Risk Management can be simply broken down into two parts:
1. Risk Analysis
2. 2.Risk Mitigation

Failure to conduct effective risk analysis before applying security measures
IS not dissimilar to a doctor prescribing medicine without first examining the
patient.

For many organisations, security risk analysis is a mandatory activity which
must be carried out regularly by all organisation’s units.



Risk Security Management

Probably surprising to some, the first step in
effective and efficient security risk
management isn’t about focusing on

security.

Instead, it is to understand the organisation
and where it needs to be in the future. To do
this, the Manager/s must consider its long-

term vision, mission and objectives.
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Security Risk Management

Security measures contained within a security programme must
fully support the organisations objectives.

A programme must protect company assets in a way thatis
commensurate with both the internal and external contexts, and
risk appetite of the organisation, ensuring they are a contributor,
not a cost to the bottom line.

An example of the review cycle is on the next slide.
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Organisational Security

If the security function is able to demonstrate the value of security as part of
the overall enterprise risk management package, rather than merely the cost of
having ‘security’, it is likely management will be more supportive.

Such ‘buy-in’ will not only secure funding but will set the tone for how security
IS perceived by the organisation, its employees, contractors, visitors and
customers.

In short, the organisational ‘security culture’ needs to be positive and
proactive.
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Security Risk Management

See next slide.




The Security Toolbox

1. Strategy & security policy.

2. Collect intelligence.

3. Right people to right roles.

4. Technical solutions.

5. Processes & procedures

6. Control & supervision.

7. Test & drill.

8. Internal & external audits.




Security Risk Management

Others approach security in a
cyclical way, not unlike the Plan
Do Check Act management
methodology, which forms the
basis of ISO 3100:2018.

Plan, define
and
examine the
issue

Act, Do, decide,
standardise develop and
and monitor implement

Check,
confirm
outcomes
and revise
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See next slide for process.



Establishing the Context

External, Internal, Risk Management Context, Develop Criteria, Define Context

Risk Assessment
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Getting Started

W a security programme can be

solutions

nd keep checking it







Security Surveys

Before trying to implement security measures, we must understand the
organisation, the threats being face, the measures in place and what we
would like to have in place.

The security survey will look at the physical, political and operating
environment of the organisation.

Areas will be examined such as perimeter fences, video surveillance,
doors, locks, windows, goods in/out and procedures to assess whether
there is adequate protection for identified assets.



Understanding Assets
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Trespass

Criminal damage
Information theft / loss
Counterfeiting

/ulnerability examples:

But also consider:
Processes

Supply chain
Organisation know how
Environment



Security Risk Assessment

Part of the security survey will consider the relationship between the
assets being protected, the threats to them, their vulnerability to the
iIdentified threats and the impact of a loss even on the organisation.

This security risk assessment phase (part of the security survey) will
analyse the threat / assets pairs and allocate a risk value to them - for
which mitigation measures will be designated and implemented.

(Risk — is the potential for loss or harm.)
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Security Risk Assessment

Of course, before any risk prevention or mitigation strategies can be
iImplemented risk to the organisation need to be calculated.

A Security Risk Assessment should provide the necessary information to
accurately identify threats, assess the likelihood of an adverse event
occurring, evaluate the consequence and then to develop the most
appropriate strategy to manage the risk.

The risk assessment process should comprise of three stages.



Security Risk Assessment
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quences of a risk event — provides the basis for evaluation and risk
making

Risk Evaluation
the basis for decisions on risk priorities, and risk treatment methods.

Consider your organisation, what are the threats?



Security Risk Analysis
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Security Risk Analysis

Conversely,
qualitative
risk analysis
uses more
abstract
terms.

An example
might be:




Security Risk Analysis




Security Risk Analysis

Using this scoring, we can assess a threat. If we
consider burglary, the risk value can be demonstrated
using qualitative values:

Probability of burglary (based o crime statistics,
Incidents, local knowledge etc) = Possible, a score of 3

Impact of burglary (based on criticality of assets) =
Serious, a score of 3

To understand the risk, we need to combine these. 3x3
= Moderate

This is just one of the methods available —the 5x5
matrix. This is then measured against the controls in
place, manageability or vulnerability. Probability
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Security Risk Analysis

Failsafe

Significan
T

Extreme

Asset has a very low exposure;
multiple layers of security in place
and effective management.

Adequate security measures;
reduced asset exposure; some areas
for improvement based on *ROSI.

Basic protective measures in place;
significant exposure and need for
upgrading of security controls.

Asset totally exposed; no effective
security controls in place.

Now that we have looked at the likelihood
and impact of an adverse event to give an
iIndication risk, we have to consider how
vulnerable the asset is to that risk.

Risk may be affected by factors such as how
attractive an asset is to an adversary, but
also how effective security controls are, or
not.

Vulnerability can be assessed qualitatively
using matrices such as this.

*Return on Security Investment — a calculation that justifies security
spend and evaluates security programme effectiveness.



Security Risk Analysis

Extreme

High

Medium

- — — — Priority

:Low
Priority
!

High
Priority

F

Use other graphs to measure risk
against existing protection etc. to
determine risk priorities.

We can see that moderate risk with
‘failsafe’ security creates a low priority
whereas an ‘extreme’ vulnerability
creates higher priority for risk
treatment.



Risk Registers

sk analysis in a Risk Register.

nreat taking place
Although the term ‘threat’ may be
applied to unintentional, and natural
events, this package focuses on a
threat being an intentional
malevolent act by an adversary.

at taking place



Risk Registers

___

Risk Likeli-
hood

Theft (internal)

Suspect package

Robbery/ theft/
burglary
(external)

Product
contamination

Terrorist attack

.

Impact

Risk
Rating

Control
Rating

Residual

Risk

Control Measures

Regular patrols by security
personnel, BUMs checking staff;
whistle-blower line available.

Security procedures in place;
links to local police and
emergency services.

Access control to site; physical
security measures; security
personnel on site.

Controls, monitoring and QA in

place; CM protocols/procedures.

Liaison with police services.

Access control; perimeter
security, security presence on
site; patrol.

Comment

Additional searches
recommended with
production/packaging
areas.

Refresher training for
security personnel
required.

Minor incidents
historically; access
controls to production
areas and buildings
need to be improved.

CM desk top
exercises/training
required.

Improved liaison with
Police/CPNI

*BUMs = Business Unit
Managers

*QA = Quality
Assurance

*CM = Crisis
Management

*CPNI = Centre for the
Protection of National
Infrastructure



Risk Evaluation

lated | measure and evaluate the significance an d
ability, and threat

be derived from
bligations, and other

mined in the context of the risk
ich then inform decisions aroun d



Risk Treatment (Mitigation)
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Risk Treatment (Mitigation)

Accept - depending on the risk appetite and security culture of the organisation, together with the
potential cost of preventing or mitigating particular risks, some will be accepted in the course of doing
business.

Spread - it may be beneficial to spread the risk to another geographic location / department / building /
partner etc.

Transfer - this includes transferring the risk to an insurance company or outsourcing.

Reduce - this includes measures to reduce the likelihood of it occurring, reduce vulnerabilities, and/or
reduce impact (consequence) should the risk actually occur. Agreed working practices, simple
procedures and proportionate physical and technical security measures are examples of risk reduction.

Avoid - risk may be totally avoided by removing a highly vulnerable asset or ceasing a particular
operation. Although highly unlikely in practice, it can also be achieved if the threat is totally removed.



Policy & Strategy

As with all things, the steps taken to reduce risk need to be formalised and recorded.
A security policy is required that outlines the approach to security risk management.

Too often these documents are lengthy and never read.

* A policy statement is required that summarises the general approach to security, specific
aims and objectives: a statement of intent.

 Allocation of security responsibilities.

» Linkage to standard security procedures/standard operating procedures.
» Consideration of compliance criteria.

This policy must be communicated throughout the organisation, for all stakeholders
(whether internal or external).



Security Planning

Evidently, part of security planning is the security risk

assessment. Strategy & Planning

Security planning documents will provide the detail of 'Develop "Execute

the measures required to mitigate risks to a level as r o
/ Plan Training
low as reasonably practicable. & 8
. , Process Materials
These can only be developed after the security risk - , -
Organise Roll out

assessment / security survey has taken place.

A key purpose is to show how proposed mitigation
measures will provide on a return on security
iInvestment.

It is therefore crucial that the manager has the
commercial ability to demonstrate how selected
measures will add value to the organisation.



Security Planning

Companies need a Security Plan — detailing how the security function will achieve the
aims and objectives in the Security Policy.

The Security Plan will detail how security measures will be implemented and will be
supported by standard operating procedures (the how to for security personnel).

The areas covered will include physical security (including security personnel),
procedures and technical measures, as well as roles and responsibilities, management
and operation of security technologies, incident and crisis management, and training.

Security Standards and Guidelines are used to communicate security requirements to
the organisation as a whole.









Security Planning




People & Human Resources

Modern security programmes comprise three core elements: people,
procedures and technology.

The success of the security function will come from working, as any other
organisational unit, with other stakeholders, e.g. Human Resources,
Compliance, Audit and Legal Departments.

Working collaboratively with these departments ensures appropriate
policies are published, and procedures followed, in areas such as
personnel security, pre-employment vetting, due diligence, workplace
violence and lone working.



People & Human Resources

For any security programme to be effective, it is essential that those on site understand
the rationale for security and, like senior management, buy into the concept.

Security awareness and a positive security culture will ensure the success of the
programme.

This can be achieved through internal awareness campaigns and at employee induction.

Organisations should ensure there is a reporting system for use by all staff and other
stakeholders to report security related incidents.

Effective reporting is fundamental to the effectiveness of a security programme and is
part of the organisation’s security culture.

https://www.youtube.com/watch?v=2sh4BlaF6gg



Security Technology

Over reliance on security technology can create vulnerabilities and a
fortress mentality. Selection of systems and hardware must be
proportionate to the identified risks. They also need to be sensitive to
constraints such as budgets, but also the organisational ethos. For
example, would you put 3m high fences, barbed wire, floodlights and
guard dogs around a local primary school?

Technology must support the human and procedural elements to make a
layered system that provides protection in depth and reliability.



Security Technology

- Protection in depth means multiple layers of
complementary security components that require each
one to be overcome for the asset to be compromised.
Detection as far from the asset as possible to assist
responders.

Perimeter The closer to the asset, the stronger the protection.

No system will be able to operate without there being
some failure or technicalissue. Redundancy/back up
systems and procedures are essential.

When choosing security system components tried and
tested is perhaps better than new and innovative.




Building Structure - Basic Considerations

Protection or Defence in Depth — is often referred to as the onion skin
approach, multiple layers of security that become increasingly hard to
overcome, the nearer you get to an asset.

Layers of security are provided physically and operationally. Therefore,
security officers, fences, doors, walls, CCTV, intruder alarms etc. all
combine to complicate the adversary path to the asset, slowing the
attacker down and providing better opportunities for them to be stopped
and caught.

Balanced security — essentially all your components (doors, windows,
locks etc.) need to provide the same delay time and protection.



Defence in Depth/Layered Security

Remember to balance your security provision across people,
procedures and hardware/technology; don’t just rely on your
security team.

Utilise fencing, vegetation, traffic flow, parking areas, parking
gates, access controls (manual and electronic), lighting, signage,
access points, CCTV cameras, control room, security guards,
senior executives and assets to guide where and what you need to

mitigate risks.



Time of Penetration

‘each layer/obstacle must be
security to apprehend the intruder
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see next slide for illustration.
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Time of Penetration




Balanced Security

Balanced security means that all security components, doors, windows,
glazing, locks and the walls into which they are fitted proved the same
protective capability — it takes the same time to break through them.

Balanced also means there is no over reliance on a particular aspect of the
programme — people, procedures or technology. If one aspect fails, then
other components can cover the vulnerability. For example, if the access
control system fails, security personnel take over.
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Balanced Security

All components of a security programme must have an effect that reduces
risk in one form or another.

For example, a fence may deter unauthorised entry to a site — but will not

prevent determined intruders. It only serves to delay their progress and
complicate their plans.

By adding a perimeter detection system to the fence, this does not prevent
the intrusion but detects the intrusion and allows for a response.
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Crime Prevention Through Environmental
Design

Part of our mitigation strategy for crime prevention must include Crime Prevention
Through Environmental Design.

CPTED refers to the design, upkeep and management of the built environment to
reduce opportunities for crime.

CPTED strategies include mechanical, organisational and natural or architectural
measures to discourage those who may be contemplating criminal acts, and to
encourage activity and witness potential by legitimate users.

CPTED concepts and applications can be applied to existing facilities, as well as
new buildings and renovations.






Crime Prevention Through Environmental
Design

When considering building security at your site, always try to apply
the four principles of CPTED.

1. Natural surveillance:

Can be supported by the placements of windows in a building and

designing open plan spaces to allow for surveillance/observation
by legitimate uses.



Crime Prevention Through Environmental
Design

2. Natural access control:

The use of physical (fences, doors, shrubs, hedges, waterways, signs) and
psychological barriers (changes of floor surface in transitional zones,
position of counters and tills) to channel people to/from buildings and
through the surrounding environment.

This measure also involves guiding visitors past ‘capable guardians’ -
those who have responsibility for an area e.g. security personnel,
receptionists, which again creates a psychological barrier.



Crime Prevention Through Environmental
Design

3. Territorial reinforcement:

These are design features that demarcate public areas (e.g. the
street) to semi-private and private areas (e.g. the foyer).
Demarcation, through the use of physical and psychological
barriers, so that employees feel responsible for an area and take
‘ownership’ of the space. This assists in keeping potential

Intruders out and allows for early and effective detection of an
adversary.



Crime Prevention Through Environmental
Design

4. Maintenance and management:

Maintaining buildings and ensuring the area within and around a
site in a good state of repair, reduces the risk of criminality whilst
creating an environment in which your staff and visitors feel safe.

The Broken Windows Theory (Wilson & Kelling, 1982) states that
disorder — or broken windows — promotes more serious crime.



Crime Prevention Through Environmental
Design

5. Target hardening:

Involves strengthening a site, facility or building and complicating the task
of the adversary to gain access. Hardening may have a deterrent effect but,
will also contribute to other aspects of the 4 Ds.

This may comprise perimeter and internal fences, hostile vehicle
mitigation, locks on doors and windows, upgraded window glazing,

deployment of security teams, access control systems, turnstiles, CCTV,
Intruder alarms etc.

https://www.npsa.gov.uk/



Operational Requirements

When planning a security programme, to ensure the Ds of Security are
proportionate to the threats and risks, a formal process known as
Operational Requirements are used.

The OR process brings together all stakeholders to discuss their security
requirements and potential impacts on organisational activities (Level 1).

With agreed strategy in place, then specific security components are
assessed and included (or not) in the security programme and specific
requirements agreed (Level 2).



Operational Requirements - Level 1

A Level 1 Operational Requirement assesses, evaluates and provides the
rationale for mitigation measures (whether physical or procedural) to
mitigate risks from identified threats.

1. Outlines and assesses threats and associated risks
2. ldentifies risk mitigation options e.g ASTRA

3. Creates a strategic statement of how security needs will be addressed
(i.e. Security Plan)

4. Presents a rationale (and costed) business case for security
expenditure



Operational Requirements - Level 1

Stakeholder inputs and decisions are formalised and recorded, covering
areas such as:

 Site or building to be protected  Organisational constraints

e Stakeholders involved * |Implementation and integration
* Critical asset(s)  Criticaldependencies

* Threats, vulnerabilities, impact e (Costs and benefits

* Security plan * Organisational readiness
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Operational Requirements - Level 2

The purpose of the Level 2 Operational Requirement process is to provide
the detail required to develop a performance specification covering a
range of possible solutions.

Having a detailed specification, agreed by all affected parties, will
facilitate an accurate procurement process and installation of
proportionate mitigation measures.



Operational Requirements - Level 2

 Obtain a copy of the Level 1 OR
 Agree with appropriate stakeholders which Level 2 Ors should be pursued

* Discuss Level 2 checklists with the appropriate stakeholders together with a
copy of the Level 1 OR for reference. Use a security consultant if necessary.

* Complete Level 2 checklists with the appropriate stakeholders and collate.
Ensure that different Ors integrate. Discuss any anomalies.

* Ensure the Level 2 OR statement integrates and relates to the Level 1 OR. Obtain
senior management approval to proceed.

* Produce a performance specification using someone with technical knowledge.
* Once agreed, commence procurement.



Control & Monitoring

Effective control and supervision is of extreme importance in the implementation of
security programme procedures.

The security practitioner must lead by example, ensuring that clear procedures, based
on sound policy are followed by all stakeholders.

The security supervisor, has a key role in ensuring the effectiveness of the security
function as they managed their respective teams on the ground and are often the face
of security to the organisation.

Too often, security personnel are merely seen as gatekeepers or the hi-vis brigade.
Engaging the security team with the organisation can be achieved through security
awareness sessions and briefings.
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Senior Security Practitioner Competence

Things you should
N | get trained to do

* Security survey
* |nvestigate

e Specifytechnical solutions
* Fraud risk management

e Special management skills (project
management, time management etc.)

» Crisis and organisational continuity
management



Stakeholders




Control & Monitoring

An essential part of the OR process is ensuring that specifications contain the
necessary criteria to monitor and evaluate system success.

These may cover performance requirements for technical systems e.g. false alarm
rates for an intruder detection system or false acceptance rates for an access
control system.

However, they also extend to personnel e.g. how many patrols/searches
conducted; customers assisted; training sessions delivered etc.

Security metrics can be used to calculate the cost of security provision against
reduced losses, to produce a positive return on security investment (ROSI).



Control & Monitoring

Security audits assess the performance elements of
security programme — how well they integrate to effectively
prevent or mitigate current security risks.

Audits are a security management tool to identify
vulnerabilities caused by technological / equipment
deficiencies, the contribution made by persons (e.g. staffing
levels/employee compliance), and procedural irregularities
(e.g. response to security events).

Although the terms security audits and security surveys are
often used interchangeably, they are in fact different.

A security audit may be defined
as an assessment of the
performance of the security
programme, not just
technology, but also personnel,
procedures, and employee
compliance.

An onsite examination and
evaluation of existing measures
to reduce security risks,
identification of areas of
vulnerability and
recommendations to rectify
issues.



Control & Monitoring

Security metrics can be extended across the organisation. For example,
clear desk policies for part of the security/risk grouping and compliance
needs to be measured.

Just as with Health & Safety, all employees have a responsibility for
security — not just the security officer who is expected to deal effectively
with both slow time and spontaneous security related incidents.

Those managing the security function need to develop clear and
workable standard operating procedures.




Control & Monitoring

Care must be taken on how SOPs are communicated to the workforce.

In the same way that the fortress approach to security may well be
detrimental to staff willingness to adhere and contribute to the security
programme, the same could apply if staff believe or perceive
procedures under the programme are too regimented, rigid or
unnecessary.

It is important therefore, that required procedures are communicated to
the workforce in a facilitative, transformational way, as part of an
ongoing security awareness programme.



Control & Monitoring
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Policy, Procedures & Assignment Instructions -




Test & Drills

Although daily operations may be routinely monitored with a view to ensuring performance,
this is not possible in respect of spontaneous events, such as security breaches,
hardware/software failure, and unexpected absence of key personnel.

To ensure procedures around responding to such events are adhered to, and are appropriate
for the task, tests, exercises and drills are essential. These may take various forms: - peer
reviews, tabletop exercises, scenarios, Red Teaming, penetration testing.

Frequency will vary greatly depending on the nature of the organisation, its size, structure and
operations.

Reviews of crisis management, and organisational continuity plans following security
Incidents are essential and should never be disregarded.
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